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1 Executive Summary

The results of the PIA are detailed in the sections below and will inform Section 7 of
the GIG IA Initial Capabilities Document (ICD). Overall, the PIA Analysts concluded:

e While it is apparent that a lot of quality work took place in order to provide a
thorough analysis of the functional areas and needs, it does not appear to be
complete

o The GIG IA JCIDS analysis and briefing materials need refinement to
demonstrate clear traceability to strategy and concept documents throughout
the process.

e The FNA Use Cases must be reviewed for completeness and consistency
with the DoD Analytic Agenda.

A more complete FSA and accompanying Analysis of Materiel Approaches
(AMA) will be needed.

e While the overall FAA / FNA / FSA processes require refinement, the
shortcomings in the process identified by the PIA offer solid
recommendations for enhancing the GIG 1A ICD.

o The draft ICD reflects a series of information gaps that cannot be filled with
the present set of JCIDS analysis; yet such analysis is required to complete
the ICD.

e The process shortcomings identified in the PIA can be remedied without
delaying the ICD processing if PIA recommendations are implemented.

» The ICD should not be finalized until additional use cases are completed,
factored into the process, and accommodated in the ICD.

Approaches identified in the FSA of the GIG IA JCIDS analysis characterize materiel
and non-materiel alternatives that should be documented in a GIG IA ICD for
submittal to the Joint Staff in order to support Joint Staff J-6 and Office of Assistant
Secretary of Defense for Networks and Information Integration (OASD/NII) during
Program Review 07 and Program Objective Memorandum 08. As noted, the
materiel and non-materiel approaches require further definition and assessment
prior to completion of the ICD staffing and approval. Adopting a three-pronged
strategy consisting of ICD community review, FAA / FNA analysis documentation
improvements, and further FSA / AMA definition may offer an approach leading to
sound underpinnings for the GIG A capabilities definition. This may then lead to a
defined and executable follow-on Analysis of Alternatives (AoA) and capabilities
documentation strategy.

This report documents the findings of the Post Independent Analysis (PIA) of the
Global Information Grid (GIG) Information Assurance (IA) Joint Capabilities
Development and Integration System (JCIDS) Analysis. The PIA was chartered
under the authority of the NSA Corporate Capabilities Process office, DC42, using a
team of five senior capabilities analysts, one from Corporate Assessments Office
(CAO) and one each from the business units of NSA: Signals Intelligence
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Directorate (SID), Information Assurance Directorate (IAD), Information Technology
Directorate (ITD), and Corporate Business Services (CBS). See Appendix B for a
complete list of PIA Analysts and support personnel.

This PIA Report is designed to satisfy CJCSM 3170.01A requirements. The PIA
used the following process:

o The GIG IA JCIDS Analysis team presented the analytic methodology and
products associated with the GIG IA Functional Area Analysis (FAA),
Functional Needs Analysis (FNA), and Functional Solution Analysis (FSA).

e The PIA Analysts provided comments on the analytic process and
conclusions, guided by criteria derived from CJCSM 3170.01A, Appendix C.

e The PIA support team consolidated the findings of the PIA Analysts.

o The PIA Analysts reviewed the draft PIA report, ensuring it reflected the
assessments and views expressed during the process.

The PIA report and its conclusions were reviewed and submitted to NSA/DC42 for
action.
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2 GIG IA Functional Area Analysis (FAA) Assessment

This section of the report presents the questions used by the PIA Team to assess
the GIG IA FAA. It is presented with the series of questions used in the assessment,
followed by the Findings and the Recommendations submitted by the PIA Team in
response to those questions.

2.1 Is the FAA derived from national strategies, JOpsC, JOCs, JFCs, JICs,
and UJTLs applicable to the mission area?

Findings: The PIA analysis team acknowledges the FAA appears to be derived from
national strategies, JOpsC, JOCs, JFCs, JICs, and UJTLs as they applied to this
mission area, but noted that there were linkage and traceability issues. The FAA
team stated it used the NMS, JV2020, UJTL, and NC/C2/BA Joint Functional
Concepts (JFC) but the supporting analytic documentation does not adequately
depict the extraction of related activities and items. See Appendix D for additional
classified findings.

Recommendation:

V' The GIG IA JCIDS analysis team should review the FAA decomposition and
consider the use of a Strategy-to-Task (STT) approach that may offer an
organizing approach. Adoption of such a process could enable a clear mapping
of the key items in the overarching guidance documents and arrange them in
such a fashion that they can be linked to those approved operational concepts
and strategies.

2.2 Does the FAA identify the tasks, conditions, and standards needed to
achieve military objectives within the mission area analyzed?

Findings: The FAA lists good sources for tasks but falls short in assuring the list of
tasks is comprehensive and agreed upon. The assurance that the right items were
extracted and vetted may be missing. At this foundational level of the larger analysis
leading to an ICD, there may be an issue of whether the proper set of tasks was
extracted and whether the analysis is wholly “complete”. Looking at the GIG IA
Capabilities-Based Assessment Final Report (March 18, 2005), Annex B of that
report documents 14 Capabilities, with Capability Definition and Attribute Name and
Definitions. This was cited as the task, condition and standards list. If true, this list
does not trace back to military objectives, nor does it document the standards
needed to achieve military objectives. However, the FAA created “JFC Capabilities
Mapped to GIG IA Capabilities” matrix identifies capabilities (aka tasks) originating
from within the primary focus JFCs (C2 JFC, Battlespace Awareness JFC, Net-
Centric JFC) and charts appropriateness of the individual capabilities to the 14 GIG
IA Capabilities (via ‘X’ in respective boxes). Perhaps the combination of Annex B
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and the matrix could serve as a task / conditions / standards list, but something more
concise and evident would be preferred. Further, the conditions and standards
under which the various tasks were to be performed was not apparently captured.
Rather, in the subsequent FNA, a derived set of “use cases” was created that does
not show linkage to the conditions and standards that may have accompanied the
original tasks extracted from the various strategy and guidance documents. Result —
the use cases may offer some insight but may not address the issues identified in
the larger JOpsC, JFC, UJTL or other source / reference documents. lt is just not
clear from the analytic documentation presented whether the approach and
underlying data are sound and provide the basis for an analysis that will address the
full suite of tasks, conditions and standards needed to achieve military (and by
extension, IC) objectives. The extraction of standards applied to the accomplishment
of those missions also was not evident in the FAA but was eventually presented in
the FNA. However, the defined standards were linked to “attributes” of the extracted
GIG IA capabilities (14 of them in the FNA) and defined, again, by a working group
without indication or rationale of why certain values were selected. The question
arises as to whether the analysis performed in the FAA is based on the needs and
desired capabilities stated in strategy and guidance documentation both within DoD
and the IC or whether they were created to represent the JCIDS Analysis Team’s
assumptions. As previously noted, there are indications the analysis identified the
tasks, conditions, and standards needed to achieve military objectives within the
mission area analyzed but the documentation requires additional work to fully
capture and document what may have been done. Specific shortfalls identified
include:

e Contractors extracted tasks, conditions, and standards, but there appeared to
be no government or military vetting of those initial extractions. As a result,
the assurance that the right items were extracted and vetted may be missing.

» Tasks, conditions and standards are addressed indirectly and possibly
incompletely with the “Use Case” methodology employed in the FNA.

» FNA attributes do not have clear linkage to the FAA and thus the Joint and
national guidance documentation.

e See Appendix D for additional classified findings. These classified findings
contain a recommendation that the GIG be considered, in addition to the
current view of the GIG, in a fundamentally different way (i.e., it advocates a
view that may not have been considered in the referenced documentation and
use cases).

Recommendation:

V' The Joint Concept documents that were used to identify tasks should be used to
identify conditions and standards.

V'  Obtain stakeholder review of resulting tasks, conditions, and standards.

v Address FAA documentation shortfalls concurrent with other analytic resolution
activities.
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2.3 Do capability statements include attributes and measures of
effectiveness?

Findings: It was not demonstrated that the capability statements include adequate
attributes and measures of effectiveness (MOEs). The ICD for GIG IA (draft),
Section 4.c(1) states ‘Capability definitions must contain the required attributes with
appropriate measures of effectiveness, e.g., time, distance, effect (including scale)
and obstacles to be overcome.” Also, the GIG |A JCIDS Based Analysis Database
allows for attribute metrics, yet less than a dozen of the 85 attributes stated any
measure of effectiveness. It does not appear that measures of effectiveness are
fully identified in the FAA, but they do appear later — in the FNA. It is still a little
unclear how the numerical metrics were arrived at and what source they were
derived from, other than just a small working group of SMEs.

Recommendations:
V' Bring the development of MOEs and metrics back into the FAA.
V' Provide the linkage to the top-level documents.

2.4 Are capability statements general enough that they don't predispose
solution recommendations?

Findings: There was general agreement that the capability statements were
satisfactory and did not predispose solution recommendations. There was some
concern with the inconsistency in the format used to express the capabilities.
Additionally, the capabilities database provided was not easy to use when trying to
verify the IA activities that were behind the capability statements.

Recommendations:
V' Supplement or revise the capability statements to assure consistent format.
V' Provide easy access to the data behind the capability statements for traceability.

2.5 Was the FAA conducted as a collaborative effort?

Findings: The FAA was presented as being conducted as a collaborative effort within
the GIG |A JCIDS analysis team and the GIJWG. However, there might have been
too great a dependency on select SMEs during the analysis. There are questions
regarding the SMEs that were consulted with — were any of them really from
customer organizations, or were they all contractors with previous experience in
customer organizations? Furthermore, limited consultation with, and sporadic 1A
community participation in, the GIJWG have not afforded the level of review and
socialization the GIG IA issue requires.

Recommendations:
v Increase the level of attendance at GIJWG meeting, particularly with respect to
Service and government representation.
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V' Provide documentation to substantiate the “collaborative” aspects of the FAA.

2.6 Were FAA-derived tasks submitted to DIA for an ITWA?

Findings: Although the Initial Threat Warning Assessment (ITWA) was identified as
being completed by DIA, it was not provided to the PIA analysts for their review and
assessment. The ICD for GIG IA (draft), Section 5 indicates that the ITWA was
developed by DIA in support of the ICD. Additionally, during the PIA, it was
documented that a request was sent to DIA and they produced an ITWA specifically
for the JCIDS analysis. It appears that the ITWA and the FAA may have been
produced in parallel. This observation may be premature, as the ITWA was not
presented to the PIA team for review. The offer was made to email the classified
ITWA to the PIA team via SIPRNET, but this was not a viable option. The PIA team
assesses the lack of the ITWA availability during review to be a process related
issue and does not substantially impact the assessment of the FAA.

Recommendations:

V' As part of the PIA, all relevant documentation that supports the assessment must
be presented to the assessment team, regardiess of classification and other
“need to know” constraints.

v For the purposes of the PIA and ICD, provision of the ITWA to the PIA members
could resolve this item.
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3 GIG IA Functional Needs Analysis (FNA) Assessment

This section of the report presents the questions used by the PIA Team to assess
the GIG IA FNA. It is presented with the series of questions used in the assessment,
followed by the Findings and the Recommendations submitted by the PIA team in
response to those questions.

3.1 Does the FNA assess the ability of current and planned Joint capabilities
to accomplish the tasks identified in the FAA under the full range of
conditions and to the standards required?

Findings: There is a serious concern the three “Use Cases” may not adequately
represent the most significant capabilities required of GIG IA. The creation of “use
cases” that represent the joint capabilities set was well intentioned but it is unclear
whether that set of “use cases” adequately fulfilled the objective to examine the
tasks identified under the FAA. The FAA stated it was derived from the NMS,
JV2020, UJTL, NC/C2/BA FCBs. Developing similar sorts of “use cases” derived
from at least the same three FCB areas might have provided a better basis for the
FNA. As a result, there are likely gaps in the analysis (e.g., at least one gap, related
to the need to deliberately use certain physical routing paths, was identified during
the presentation of the material to the PIA team). For the three “use cases” in the
FNA, an assessment of current Joint capabilities to accomplish tasks, as it relates to
IA, did occur. It is not clear whether these three “use cases” adequately represent
the full range of military operations (ROMO) and the range of military readiness
(peacetime, conflict, war). Similarly, whether the full range of conditions and
standards were assessed , is unclear. The importance of linking to joint
documentation remains important, especially in the case of addressing the GIG IA
requirements which seek o serve a DoD majority.

Recommendations:

v Document previous interactions with the appropriate Joint Staff and Joint Data
Support offices to ensure the “use cases” are consistent with the DoD Analytic
Agenda.

V' Conduct additional “use case” analysis for GIG |A aspects of information
operations (offense and defense) as part of the approach to refine the GIG IA
scope areas, focusing on the AoA as the venue within which to address a revised
‘use case” set.

3.2 Did the FNA produce a list of capability gaps and/or shortfalls?

Findings: Although there is a detailed list of items called “gaps”, there is concern
that these may be more analogous to overall needs and, while a list was produced,

7
UNCLASSIFIED//FOR OFFICIAL USE ONLY








































































