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1  Introduction (U)
1.1 Whatis ALIEN? (U)

(U) The All-Source Intelligence Environment (ALIEN) is arslards-based, knowledge
integration and SOA framework that covers the implementaif standards, DoD/Net-
Centric architectural compliance, SOA infrastructure, @ital tools and interoperable
information sharing across DoDIIS data repositories andces.

(U) The purpose of ALIEN is to provide a standards-based, seoviented architecture
enabled environment that will facilitate intelligence lgsis, information discovery,
knowledge object management, and seamless data sharing. Adyi&ihe foundation
for analysts to easily and transparently navigate betdifement intelligence data
sources while integrating and semantically displayingiita using a common analytic
tool set.

(U) ALIEN will integrate and make interoperable all of theimtelligence Production
Council’s analytical and dissemination systems withietvork-centric architecture,
especially where DIA supports the SCI and Collateral effort

1.2 What is the ALIEN web application? (U)

(U) The ALIEN web application is just one tool that can be usedd¢ess ALIEN
services and search connected data sources. This docunresengp the basic concept
for understanding and using the ALIEN web application.

1.3 What can be done with the ALIEN web Application} (U

(U) The ALIEN web application provides the capability to perfa menu driven also
known as a guided search of ALIEN data sources, allowing usgrsdkly find

pertinent resources by the people, places, organizatiorsvants they are interested in.
Keyword search of data sources is also supported througtethapplication.

1.4 What data sources are searchable with ALIEN? (U)
(V) In the first release of ALIEN, Web Intelligent Searclgie (WISE) messages with

metadata tags will be accessible as well as the ARTEMIS cepirdiferation data base.
Additional data sources will be added in subsequent ALIENads.

1.5 What are the system requirements to use ALIEN? (U)

(U) The ALIEN web application supports the following web brewss Internet Explorer
6, Netscape Navigator 7, or Firefox 1.5. Later versions acesaipported.
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1.6 Revision Procedures (U)

(V) This is considered a living document and will be updede®ed as additional
information becomes available and tools/applicationslaveloped or added to the web
application. These procedures were written while runniaghb application in Internet
Explorer. Any browser specific deviations should be reported

1.7 Copyright (U)

(V) This document is the property of the U.S. Government, pextihg McDonald
Bradley Incorporated under contract to DIA. It may not q@exbin whole or in part, or
presented to other parties without the prior written cansktihe U.S. Government.

1.8 References (U)

Document Version Date
Protecting Sensitive Compartmented Information within Information  Final 12 April 2002
Systems, DCID 6/3, FOUO
DoDIIS DDL Statement of Objectives 3.0 22 Aug 2005
ALIEN Functional Requirements Document 0.3 26 Jul 2006
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2  Using the ALIEN User Guide (U)
(U) This document represents a basic concept for undeisggawod using ALIEN.
2.1 Conventions (U)

(V) Clickable items on ALIEN will be referenced by bold pimthe Functional User
Guide.
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3  Accessing the ALIEN Web Application (U)

(U) The ALIEN web application is accessible only on the Jdiotldwide Intelligence
Communication System (JWICS) network. Click on the link \webo type the address in
a web browser to access to ALIEN.

JWICS ALIEN URL:

Actual URL to be placed here

(U) Once the appropriate JWICS URL is clicked or entered, ti2 Computer System
Disclaimer displays (Figure 1). Click on tA€ECEPT TERMS button to move on to
digital certificate selection.

ATTENTION

THIS IS A& DEPARTMEMT OF DEFENSE (DOD) INTEREST COMPUTER SYSTEM. ALL DOD INTERESTCOMPUTER. SYSTEMS AND RELATED EQUIPMENT ARE IMTENDED
FOR THE COMMUNICATION, TRANSMISSION, PROCESSING AMD STORAGE OF OFFICIAL U5, GOVERNEMENT OR OTHER AUTORIZED IMFORMATION ONLY, ALL
DD INTEREST COMPUTER SYSTEMS ARE SUBJECT TO MOMITORING AT ALL TIMES TO ENSURE PROPER FUNMCTIONS OF EQUIPMENT AMD SYSTEMS INCLUDING
SECURITY DEVICES AND SYSTEMS, TO PREVENT UNAUTHORIZED USE AND WIOLATIONS OF STATUTES AMD SECURITY REGULATIONS, TO DETER CRIMINAL
ACTIVITY, AND FOR OTHER SIMILAR PURPOSES, AMY USER OF A DOD INTEREST COMPUTER SYSTEM SHOULD BE AWARE THAT ANY INFORMATION PLACED IN
THE SYSTEM IS SUBJECT TO MONITCRING AND IS MOT SUBJECT TO ANY EXPECTATION OF PRIVACY,

IF MOMITORIMG OF THIS OR AMY OTHER DOD INTEREST COMPUTER SYSTEM REVEALS POSSIELE EVIDEMNCE OF WIOLATION OF CRIMIMNAL STATUTES, THIS
EVIDEMCE AMD AMNY OTHER RELATED INFORMATION, INCLUDING IDEMTIFICATION INFORMATION ABOUT THE USER, MAY BE PROVIDED TO LAW ENFORCEMENT
OFFICIALS. IF MONITORING OF THIS OR AMY OTHER DOD INTEREST COMPUTER SYSTEM REVEALS WIOLATIONS OF SECURITY REGULATIONS OR UNAUTHORIZED
USE, EMPLOYEES WHO WIOLATE SECURITY REGULATIONS OR MAKE UNAUTHORIZED USE OF DOD INTEREST COMPUTER SYSTEMS ARE SUBJECT TO
APPROPRIATE DISCPLIMARY ACTION,

USE OF THIS DR ANY OTHER DOD INTEREST COMPUTER. SYSTEM CONSTITUTES A CONSENT TO MONITORING AT ALL TIMES.

BY LOGGING INTO THIS SYSTEM YOU ARE ACCEPTING THE ABOVE TERMS,

ACCEPT TERMS

UNCLASSIFIED
Figure 1 - DoD Disclaimer Window (U)

3.1 Public Key Infrastructure (PKI) Certificate Inforrhan (U)

(V) The PKIl is a system of digital certificates and otheistegfion authorities that
verifies and authenticates the validity of each partglved in an Internet transaction. A
PKI certificate ensures secure, tamper-proof communpitain the Internet.
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(U) Access to ALIEN will be by DoDIIS PKI certificate autheraiion only. If only one
PKI certificate is loaded on the computer workstationntlaén ALIEN web page will
display automatically. If there are multiple PKI certtfies installed on the computer
workstation, the Digital Certificate window (Figure 2)livdisplay. Select the appropriate
certificate and cliclOK to start using ALIEN.

Choose a digital certificate

Identification

' The Web site wou wank ko vieiw requests
bl identification, Please choose a certificate,

Marme Issuer
5T e A e B 0D ZLASS 3 JITC CA-7
Ferguson.Henty, 301... DODCLASS 3 JITC CA-7

[ Mare Info... l ['u'iew CertiFicate...]

[ (8] 4 ] [ Cancel ]

UNCLASSIFIED
Figure 2 -Digital Certificate Window

(V) If the certificate is invalid, an error will appear. Pkasntact the local security
officer if this occurs.
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4  Conducting Searches (U)
4.1 What is Guided Navigation?

(U) Guided navigation is basically a way to discover prtslbg filtering out irrelevant
results. The application offers menu items (also knowntassfjlon people, places
organization and events. Results are filtered out by amgptisings from the menu items.
For example: looking for information on a person with tis¢ feame of Grigorev. Go to
the person filter section and choose the last name Grifjanevthe menu list. The
application removes all the records that don’t have a nfatdhst name Grigorev. The
application also reconfigures to display additional ggmfilter on. There may be
several people with the last name Grigorev, but the apicatill now only show the
first names of the Grigorev's to filter on as well as only thenés and locations that the
Grigorev’s are associated with. When all selected s$iltee applied, results matching the
filtered query appear at the bottom of the application andoe selected and viewed
individually. The next sections will step through the process

Caution on filtering
Not all data sources support the same information fighdsetore, not all data
sources can support the same filtering options.

For example, data source “A” may contain a record for JohthSmith his
phone number and address while data source “B” has Johhn'§reight,
weight, and hair color.

If “First Name: John”, “Last Name: Smith” are selected, twords will

appear, one from data source A and one from B. However, addaigColor:
Brown” to the filter list would produce only one recordrfralata source “B”,
since that is the only data source that supports “hair coldné record on the
same John Smith that had his home address and phone nuntdperesauded.

Changing or removing some filter selections may be nacg$s get the desired
results/returns. ALIEN’s future capability for semantiegration will resolve
much of this.
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4.2 Using Guided Navigator (U)

(V) After login, the Guided Navigator pane appears. (Figure 3)

ALTEN

Listed below are all the filkers selected on

Search Toggle View Style Toggle Record Counts

¥y All-Source Intelligence Environment

¥ Available Filkers

Icon Legend

Help

d bela t . 4k Resource
the_rlght,_ in the Avallable Filters pane. As &k Person
warious filkers are applied, the records set
at the bottom right is refined, A filter can 4k Event
be removed in any order, at any time, gk Organization

Clear All Filters =k Location
4k Security
. % 5k Admin
Type: Textual Search ¥ ||k

Use Textual Search ko search for specific
walues within a specific category, Text
must be entered and a category selected,

Search For:

In LAl v

Clear Search

21176 records, Displaying records 1 to 100,

@ MARSHALL ISLANDS INTL AIRPORT

||| @ HuwayDr

@ TEHRAN

||| @ PRINZAPOLKA MUNICIPIODE SUBSTATION

@ TOLEDO AIRFIELD
2 FERNANDO HERNANDEZ
8 N PUNKOYA

@ MONTELLAND AIRFIELD

@ RESISTENCIA AIRPORT

@ TAHWIAH CANAL

@ CANBERRA AIRPORT

@ HAIIIABIR FORT CMD POST
@ SCHIPHOL ATRPORT

@ OKIERABU AIRPORT

@ 10NKOPING AIRPORT

@ CORUMBA INTL AIRFIELD
@ CAMOCIM AIRFIELD

@ MONGHSAT AIRFIELD

@ MADEIRA AIRFIELD

@ YANCOUVER INTL AIRFIELD
@ KING HUSSEIN AIRFIELD
@ COLLINGWOOD AIRFIELD
@1rg

& FIDAE

& M DINGANKAR

8 A TAMHANKAR

@ GUAIRA AIRPORT

& a TomMOvA

@ JEAN MARIE RIVER AIRPORT
@ wATSON LAKE AIRPORT

UNCLASSIFIED

& JAMAIT ULEMA-E-PAKISTAN (N}

@ AMSTERDAM AIRPORT

& A LoBKOVSKIY

@ BAURU AIRFIELD

@ azict

@ aLBUSALIH

& MAEDA JUMPET

8 MMmadaL

@ HASTINGS AIRPORT

@ VILSHOFEN AIRPORT

@ K D MATANZIMA AIRFIELD

@ BREMERHAYEN AM LUNEORT AIRPORT
@ xoNJoDOoR

@ sHIMRAN

& uma rao

8 ¥ KaNsaL

@ GOYE AIRPORT

& CHINA NATIONAL NUCLEAR CORPORATION (C...
@ SHARK BAY AIRPORT

@ NUSAWIRU AIRPORT

@ KINDERSLEY AIRPORT

8 SUNIL BHALKE

@ SIR SERETSE KHAMA INTL AIRPORT
@ KOTAKOLT AIRFIELD

@ kDSTRESA

8 vraruta

Bus

@ 18 AVENUE D'IVRY, PARIS

@ 1aLAULA RR JUNC

& ResTON ¥a

Figure 3 - Guided Navigator Pane (U)

1. Inthe Available Filters box (Figure 4), there is a list & #vailable filters, such
asAdmin, Location, and People Click on the plus sign next to the selected
filter to expand it.

=k Location

=k Admin

&k Resource

=k Person

=k Event

=k Organization

&k Security
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UNCLASSIFIED
Figure 4 - Available Filters Box (U)

2. Alist of categories associated with that filter will beptisyed. The Available
Filters box may be viewed in either a Table (Figure 5) or k&t {Figure 6). To
change the format, click on tA@ggle View Styleat the top of the page.

3. The Record Count is in parentheses following each categoiig.inthcates the
number of records that the search term or filter is foundahdategory. This is
shown by default. To hide the Record Counts, clickoggle Record Countsat
the top of the page

Available Filkers
&k Location

=k Admin

=k Resource

=k Person

= Eyent

EVENT CLASS
CommunicationAct {1344)
Employmentact {104}
FinancialTransfer (5)
Meeting (147)

Purchase {118)

MOFe...

EVEMT MNAME

IRAQI MINISTER OF... (1)
PROYIDES APPROY. ... {1}
STUDY OF THE TOXI... {1}
THE FIFTH CONGRES... {1}
THE FIRST ALL-RUS... {1}
More...

FIRST MAME PERSOMN
PARTICIPATIMNG IM EVENT
A{15)

1(5)

N{11)}

o{5)

R(7T)

More...

DRGAMNIZATION PARTICIPATING

IN EVEMT

4,826,000 DOLLARS {2}
& DETAILED ACCOUNT {1)
COMPANY {3)

KAZAM STATE UNIVE... (1)
THEY {1}

more...

=k Organization

EVEMT DESCRIPTION

, CHANGES IN HIS ... (2)
DOMESTIC SURYEILL... {1}
THAT “THE LEADERS... (1)
THAT RUSSIA HAD S... {1}
THE AREAS {2)

more...

EVENT START DATE
Mon Jan 09 19:00:... {1)
Mon Moy 16 19:00:... (1)
Sat Mar 31 19:00:... {(3)
Tue Jul 20 20:00;... (1)
Wed Oct 20 20:00:... {1)
MOFE...

EULL MAME PERSCIN
PARTICIPATIMNG I EVEMT

ANNAN {10)

ANMAN PLAN-THE (10}
BUSH {11)

KOFI ANNAN (10)
KOFI ANNAN'S {10}
more...

EVEMT EMD DATE

Fri Jan 01 00:00:... (1)
Sat Jan 01 00:00:... (1)
Sun Jul 25 Z20:00:... (1)
Thu Jan 19 19:00:... (1}
Thu Mo¥ 19 19:00:... {1)
MOFE...

EVEMT STATUS
COMPLETED {22}
FUTURE {2}
ONGOING (2)
UNENOWN {67)

LAST NAME PERSOMN
PARTICIPATING IN EVENT
ILINSKAYA (1)
KARAMOYA (1)
KOLPAKOY {2)
LESHCHINSKAYA (2)
ZELENIKHIN (1)

more...

gk Security

UNCLASSIFIED

Figure 5 — Available Filters Pane in Table View (U)
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=k Location

=k Admin

&k Resource
=k Person
= Event

Ewent Class: Communicationfick {1344) --- Employmentact (104) --- FinancialTransfer {5} --- Meeting {147} --- Purchase (118) ---
MOFe...

Event Descriptian; , CHANGES IN HIS SALARY CATEGORY," THE COLONEL (2} -~ DDMESTIC SURVEILLANCE (1) — THAT "THE LEADERS

CARRY THE HEAYY RESFBﬂSIBﬂ.I]’.'.. {1} --- THAT RUSSIA HAD SIGNED A PRELIMINARY AGREEMENT { l) --- THE AREAS (2} --- more...

Ewent End Date: Fri Jan 01 00:00:00 EST 2016 (1) --- Sat Jan 01 00:00:00 EST 2005 (1) --- Sun Jul 25 20:00:00 EDT 2004 (1) --- Thu Jan

19 19:00:00 EST 2006 {1) --- Thu Nov 19 19:00:00 EST 1998 {1} --- more...

Event Marme: IRAQ\I MINISTER OF DISPLACEMENT AND MIGRATION ¥L.. {1) --- PROYIDES APPROX. $255 PER MONTH TO WIFE FOR

HDU... {1} - STUDY OF THE TOXIC AND GENOTOXIC EFFECTS OF DRG... (1) - THE FIFTH CONGRESS OF UKRAINIAN

PARASITOCENOLOG... {1} --- THE FIRST ALL-RUSSIAN CONFERENCE OF TOXICOLOGISTS (1) - more..

Event Start Date: Mon Jan 09 19:00:00 EST 2006 (1) --- Mon Nov 16 19:00:00 EST 1998 (1) --- Sat Mar 31 19:00:00 EST 2001 {3) - Tue

Jul 20 20:00:00 EDT 2004 {1} --- Wed Dct 20 20:00:00 EDT 2004 (1) --- more...

Event Status: COMPLETED (22) -~ FUTURE(2) -~ DNGOING (2) --- UNKNOWN (67)

Firsk Mame Person Participating in Event: & {(15) --- 1(5} - N{11} — D({5) --- R{7} - more...

Full Marme Person Participating in Event: ANNAN (10) - ANNAN PLAN-THE (10) -—- BUSH{11) --- KOFLANNAN (10) - KOFI ANNAN'S (10} -
More...

Last Name Person Patticipating in Event: ILINSKAYA (1) - KARAMOYA (1) - KOLPAKOY (2) --- LESHCHINSKAYA (2) --- ZELEMIKHIN (1)} -
more...

Qrganization Participating in Event: 4,826,000 DOLLARS {Z) -~ A DETAILED ACCOUNT {1} - COMPANY (3} - KAZAN STATE

UNIVERSITY (1) - THEY (1) - mote...

&k Organization
=k Security

UNCLASSIFIED
Figure 6 - Available Filters Pane in Flat View (U)

4. A list of categories associated with that filter will bepigsyed. Each category has
a partial to full list of specific values that can be selectelicking onmore will
produce a box listing all the values under that specifigoayg(Figure 7). Scroll
down to see the full list and click on the value to apply therfil

= | pcation

Lacation City: BEITING {18) --- DAMASCUS {3) — KEELUNG {3} — ST.PETERSBURG {4) - TAIPEI (30} — more...
Location Class: Address (386) List below is a partial set of all the possible values, ‘ou may

i . select & walue From the lisk to Filker an it, or click anywhere
Location Country: RUS (93) - 52 {10} - TWN{T1 § e oy dialog to cancel, or use the arrows buttons below

Location Geo Region: GUANGDONG (6) — R.0.C. (10( to advance the set, 25} - mote..
Location Mame; THE STATE {23) --- UNITED KINGDO! 0-100 of 154 ANK (28} --- more..
Location State: MARYLAND (1) --- NEW YORK (1) TTHA =]
Location Street: 10-1, INDUSTRIALNAYA, 207, (1) — | KAOHSIUNG (1) — 6 LIN-SHEN SOUTH
ROAD, (1} - AL-NIJMAH SQUARE, (1) — more... | FIEY
Location Zip Code: 11365-8486 (4) - 14155-1339 MOSCOWY
- HNOWVOSIBIRSE
£ Admin
=%k Resource Gk
PLSHCHIMNO
5F Person ST. PETERSBURG
=% Event RRZF.O
=k Organization Ak b
£k Security

UNCLASSIFIED
Figure 7 — Location Filter with More Value List (U)
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5. The Matching Records box (Figure 8) will then display a lisecbrds that meet
the selected search criteria. The icons associated witbdbedrindicate the
basic type of resulPerson icon = Person; Box icon = Object; Globe icon =
Place or Location; Multiple Person icon = Group; Thread Spaoh =
Resource; Clock icon = Event; Hammer icon = Thing.

UNCLASSIFIED
Figure 8 - Matching Records Box (U)

10
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6. The Active Filters box (Figure 9) will list the filters thaéme selected. To
remove a filter, click on the red X next to the filter categdtye results list will
change appropriately based on the remaining filters. @ieklear All Filters
button to remove all filter settings. The browser back butiomaet be used to
return to a previous result list or to remove a filter.

UNCLASSIFIED
Figure 9 - Active Filters Box (U)

7. A search may also be performed within the Guided Navigatwe.pln the Search
box (Figure 10), select the “Type” of search by clicking eandbwn arrow and
then selecting extual Search Temporal Searchor Location Search

UNCLASSIFIED
Figure 10 - Guided Navigator Search (U)

8. To start a search, type the query in the “Search for:” box. Aaategust be
selected from the “In” drop down menu. Then click onSkearchbutton.

11
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9. Clicking on a record link will produce the record with ak tinetadata tags

identified as well as key information such as Title, Sourceate Published.
(Figure 11)

UNCLASSIFIED
Figure 11 - Sample Record (U)

4.3 Using Search (U)

(V) Clicking on theSearchlink at the top of the Guided Navigator Pane opens the Search
pane (Figure 12).

12
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UNCLASSIFIED
Figure 12 - Search Pane (U)

1. There will be four boxes showing information about the seaidtory,
Statistics, Search and Results.

2. Enter search terms in the blank area of the Search box. 8ganely include
Boolean terms. For more information on search languagk,alitheSpecified
Search Languagdink. Clicking on theAND, OR, NOT or NESTING links will
add them to the typed query. To see the results grouped lgpiase click the
check box in the left bottom corner of the Search box (Fi8yeThen click on
the SEARCH button.

UNCLASSIFIED
Figure 13 - Search Box (U)

3. Results will start appearing in the results box groupedasgory if that option
was checked. The application will continue to search all oatgfor results
unless th&sTOP button is clicked. Before a new search is started, the pieviou
search must be stopped or completed.

13
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4. Results may be sorted by category or result (Figure 14). idiich the Category
Sorting arrow provides a menu of the different ways totbertategories.
Clicking on the results arrow provides a menu of the diftenerys to sort by
results.

UNCLASSIFIED
Figure 14 - Category and Results Menus (U)

5. The amount of results detail can be specified. Clicking on ibe Yetails arrow
lists Title Only, Title, Time SourceandShow Everything.

6. Clicking on the plus sign of any category will provide thé& md the link details
of the record(s) that match the entered search criteria.

7. The History box will list the last 10 searches. Each listeccbezan be clicked
on to retrieve the results for that search.

8. Clicking on a record link within the search results will proel the record with all
the metadata tags identified as well as key information asidritle, Source and
Date Published. (Figure 11)

9. To return to the Guided Navigator pane, click on@Gueded Navigator link at
the top of the Search pane.

4.4 Key Word Search Hints (U)
4.4.1 Automatic “AND” (U)

(V) It is important to remember that Search, by default, atlyrns results that contaat
of the submitted search terms. There is no need to includeotideAMD between terms,
this is automatically assumed.

4.4.2 OR (U)
(V) To broaden a search, the word OR may be included betweeh seans. For

examplelED OR Insurgent In this case, ALIEN Search will return results that contain a
least one of the query terms.
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4.4.3 NOT or Negative terms (U)

(U) To exclude something from the search, include the word N@ielea search terms.
For examplelnsurgent activity Irag NOT Mosulyould display results concerning
insurgent activity in Iraq with the exception of actyih Mosul.

4.4.4 Exact Phrases (U)

(V) To receive results that contain a specific phrase, incdud&tion marks around the
search terms. For exampt@peration Iraqgi Freedorn

4.4.5 Capitalization (U)

(U) Searches are not case sensitive.
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Frequently Asked Questions (FAQs) (U)

Q: What can be done with the records of intet@sn analyst?
A: At present, the records can be copied and pasted to anpfiieaion such as
MS Word.

Q: What do | do if I login and get no data kac
A: There could be a missing, invalid, or revoked certificatéhe client machine.
Check with a System Administrator to determine if theredertfication issue
and how to correct it.

Parts of the ALIEN infrastructure may not be responding. i\NatBystem
Administrator of the issue.

Q: How do | obtain a user certificate?
A: Contact your local security or system administratoetpuest a user
certificate.

Q: What do the Metadata Extraction and Tag@egvice (METS)

icons mean?
A: Click onlcon Legendlink at the top of the page to get a listing of the icon
names and meanings.

Q: Why do some matching records have alphamigrtides?

A: This is due to the lack of metadata describing the knowletiject. The User
Interface substitutes the document identification (lw)knowledge objects
created from METS documents.

Q: What is the difference between a "Guidedibjator" search and a

"Search" search?

A: “Guided Navigator” search is part of the Guided Navigapoocess of
applying iterative filters (see FAQ entry, “What is meanGawded Navigation”).
“Search” is an implementation of a simple text-based sdarghGoogle,
Yahoo!).

Q: What is meant by Guided Navigation?
A: Guided Navigation presents to the user a series of caedbat can be used
to iteratively filter a set of records until data is exhadistean answer is found.

Q: Why doesn't the Back button work?
A: The Back button returns a user to the Login page of the AMierTo undo a
filter action in the Guided Navigation mode, simply click Removebutton in
the Active Filters list.

In the Search mode, select from the History list to repedbraigied search.
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Q: What, exactly, are "Available Filters"? rCaadd my own?
A: Available Filters are predefined categories of infation. Currently, they are
defined as:
- Resource
Person
Event
Organization
Location
Security
- Admin
Search results are categorized based on these filters.r Aams®t redefine,
update, add, or delete the list of Available Filters.

Q: How do "Active Filters" differ from "Availale Filters"?

A: Active Filters can be user defined and are based onnaitteith search term.
For example, entering “bomb” in the Search pane with a catexd “All” will
populate the Active Filters pane with a filter labeledr8eaAll->bomb.

Active Filters can also be selected from subcategory sdisted under Available
Filters. Selecting a subcategory value will populate ih@Active Filters list.

As an example, in the Available Filters pane, expanding Qzgaon and
choosing “Commercial Business” under the subcategoRGANIZATION
COMMENTS”, will populate the Active Filters pane with a fillabeled
Organization->Organization Comments->COMMERCIAL BUEIBS.

Q: What do the numbers mean next to eacheoftems under
“Available Filters” mean?

A: The numbers indicate the count of records matching tiee siibcategory.
For example, under the “Resource” Available Filter, thexddtexist several
subcategories. One of those subcategories could be “PRRRE TITLE".
That subcategory could contain several values such asNE&H)OD REPORT
... (83)", “PROGRAM SUMMARY: ... (28)", and “RUSSIA: RF ARMED...
(67)". The count in parentheses refers to the number of mgtobcords for that
subcategory value.

Q: Can Boolean search terms be used when egtsearch criteria?
A: Yes, both in “Guided Navigation” and “Search” mode.
Click onSpecified Search Languagénk for further information.

Q: What happens to the search history afteseaiches have been

submitted?
A: The search history will wrap, i.e. the eleventh searchrejllace the first, etc.
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Q: What is the difference in view styles?
A: One style lists the filters in a sequential line. The othge groups the filters
by category.

Q: Why do I have to close my browser aftevddut?

A: The browser maintains a connection with the ALIEN systeem after
logging out from the Ul. Closing the browser closes that ection.
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A. AcrRoONYMS (U)

Acronym Definition
ALIEN All-source Intelligence Environment
CM Configuration Management
DCID Director, Central Intelligence Directive
DDL DoDIIS Data Layer
DIA Defense Intelligence Agency
DoD Department of Defense
DoDIIS DoD Intelligence Information System
ESB Enterprise Service Bus
FAQs Frequently Asked Questions
FOUO For Official Use Only
IA Information Assurance
ICMSP Intelligence Community Metadata Standard for Publication
JWICS Joint Worldwide Intelligence Communication System
METS Metadata Extraction and Tagging Service
PKI Public Key Infrastructure
SCI Sensitive Compartmented Information
SIPRNET Secret Internet Protocol Router Network
SOA Service Oriented Architecture
Ul User Interface
URL Uniform Resource Locator
us United States
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